
Ilomata International Journal of Management 
P-ISSN:2714-8971; E-ISSN: 2714-8963 
Volume. 7 Issue 1 January 2026 
Page No: 460-483 

 

460 | Ilomata International Journal of Management                         https://www.ilomata.org/index.php/ijjm 

Implementation of Artificial Intelligence in Fraud Detection and Prevention 
Through a Systematic Literature Review and Its Implications for  

the Financial Sector 
 

Eko Budi Satoto1, Yohanes Gunawan Wibowo2 
12Universitas Muhammadiyah Jember, Indonesia 
Correspondent: ekobudisatoto@unmuhjember.ac.id1 

Received : August 15, 2025 

Accepted : December 12, 2025 

Published : January 31, 2026 
 
 
 
 
Citation: Satoto, E.B., & Wibowo, Y.G., 
(2026). Implementation of Artificial 
Intelligence in Fraud Detection and 
Prevention Through a Systematic 
Literature Review and Its Implications for 
the Financial Sector. Ilomata International 
Journal of Management. 7(1), 460-483. 
https://doi.org/10.61194/ijjm.v7i1.1919 

ABSTRACT: The increasing complexity of financial fraud in the 
Digital Era requires more advanced and adaptive detection 
methods. This study examines the implementation of Artificial 
Intelligence (AI) in fraud detection and prevention through a 
Systematic Literature Review (SLR), addressing a critical issue in 
financial technology that remains highly relevant to both academic 
and professional communities. Although AI-based fraud detection 
has been widely studied, this research provides a distinct 
contribution by integrating technical effectiveness with regulatory 
alignment. The SLR systematically analyzes studies from major 
academic databases such as Scopus, Web of Science, IEEE Xplore, 
ScienceDirect, and Google Scholar to identify key trends, 
challenges, and implications for the financial sector. The PRISMA 
framework is used to screen and evaluate relevant literature, 
ensuring a comprehensive and structured analysis. VOSviewer is 
applied to visualize key research trends and topic relationships in 
AI-based fraud detection. The findings indicate that machine 
learning and deep learning techniques significantly enhance fraud 
detection accuracy, surpassing traditional rule-based approaches. 
Natural Language Processing (NLP) has shown effectiveness in 
analyzing fraud-related documents, while big data analytics 
facilitates real-time fraud monitoring. However, challenges persist, 
including data imbalance, regulatory compliance, and data privacy 
concerns, which must be addressed for successful AI 
implementation. This study concludes that an integrated AI 
framework that combines technological advancements with strong 
regulatory alignment is crucial for effective fraud detection. Future 
research should explore empirical case studies and real-world 
applications to validate these theoretical findings.  
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INTRODUCTION  

In the Digital Era, the use of Artificial Intelligence (AI) has become an integral part of various sectors, 

including finance. AI can analyze large volumes of data in real time, recognize patterns, and generate 
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insights that support more informed decision-making (Fernando, 2024). In the financial sector, AI is 

applied in risk analysis, customer service through chatbots, and investment portfolio management. 

Another application receiving increasing attention is the use of AI in fraud detection and prevention. 

Fraud in digital transactions, credit card activities, and insurance claims has become a major threat that 

impacts individuals, organizations, and the global economy. 

 

Figure 1. Financial Service Sector Keeps Stable Amid Global Financial Divergence 

Source: https://surl.li/abdqgs 

Figure 1 illustrates the stability of the financial services sector amidst global economic divergence, 

highlighting the resilience of financial institutions despite uncertainties. The figure emphasizes key 

issues such as fluctuating global monetary policies, rising inflation rates, and the impact of digital 

transactions on financial stability. Domestically, Indonesia’s economic performance remains positive, 
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supported by strong capital markets and sustained banking credit growth. However, challenges persist, 

particularly in fraud risk management, as financial institutions increasingly rely on AI-driven solutions 

to detect and prevent fraudulent activities. This aligns with the focus of my research on AI 

implementation in fraud detection, where the growing complexity of financial transactions necessitates 

more adaptive machine learning-based systems. The need for an integrated AI framework that 

balances technological effectiveness with regulatory compliance is critical in ensuring financial security 

and mitigating fraud risks in an evolving economic landscape. 

Although AI shows great potential in detecting and preventing fraud, its implementation still faces 

complex challenges. Fraud in the financial sector continues to evolve with increasingly sophisticated 

patterns, utilizing new technologies to avoid detection (Hutagalung, 2024). Therefore, a systematic 

approach is needed that not only identifies existing fraud patterns, but also is capable of predicting 

the possibility of new fraud patterns in the future (Nuraziza et al., 2024). Fraud in the financial sector 

is not a new phenomenon. According to the report by the Association of Certified Fraud Examiners 

(ACFE), the financial sector is one of the most vulnerable to fraud, with losses reaching billions of 

dollars each year (Yesba et al., 2024). This phenomenon is exacerbated by the rapid growth of digital 

transactions, especially during the COVID-19 pandemic, when many individuals and businesses 

shifted to digital platforms. In this process, fraudsters also exploit security vulnerabilities to carry out 

their actions (Paraswansa & Utomo, 2024). For example, cases of credit card fraud and phishing have 

reportedly increased by more than 70% in the last decade. 

The high losses resulting from fraud not only harm financial institutions but also diminish public trust 

in the financial system as a whole. Many organizations have attempted to tackle this challenge by 

developing rule-based fraud detection systems (Mahya et al., 2023). However, these systems have 

limitations in detecting new fraud patterns that are not yet present in their databases. This is where AI 

technology, with its machine learning-based approach, has the advantage in identifying anomalies and 

complex fraud patterns (Dawam, 2024). A report by (Mawlidy et al., 2024) indicates that global losses 

due to fraud in the financial sector are estimated to reach $41 billion. In Indonesia, Bank Indonesia 

reported a 50% increase in fraud transactions through mobile banking compared to the previous year 

(Hayati & Hadiprajitno, 2021). This demonstrates that fraud patterns continue to evolve, not only in 

terms of quantity but also in complexity. Another study conducted by McKinsey & Company found 

that 70% of global financial institutions recognize the importance of adopting AI to mitigate fraud 

risks, yet only 30% have successfully implemented such solutions effectively. 

Although these data underscore the urgency of adopting AI, the implementation of this technology in 

the financial sector also faces various challenges. One such challenge is the limited availability of high-

quality data, especially fraud data, which is often scarce (imbalanced data). Moreover, regulatory 

factors and data privacy concerns also present obstacles that need to be addressed when developing a 

reliable AI-based system. In detecting fraud, AI utilizes techniques such as machine learning, deep 

learning, and natural language processing (NLP) to analyze transaction patterns and user behavior. 

Machine learning algorithms are capable of detecting anomalies based on historical data and predicting 
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the likelihood of future fraud. For instance, unsupervised learning-based models are often used to 

detect anomalies in datasets that lack labeled fraud instances. 

The deep learning approach has made a significant contribution to improving the accuracy of fraud 

detection, particularly in credit card transactions. This technology is capable of analyzing complex 

data, such as interactions between accounts, to identify suspicious patterns (Caseba, 2024). On the 

other hand, NLP is used to analyze written communications such as emails and text messages, which 

are often mediums in cases of phishing and fraud. Although many studies have demonstrated the 

effectiveness of AI in detecting fraud, most of these implementations remain limited to specific 

scopes. Factors such as reliance on historical data and the lack of adaptability to new fraud patterns 

are major challenges that need to be addressed in the development of this technology. A number of 

studies have been conducted to explore the role of AI in detecting fraud. A study by (Lin & Jiang, 

2021) shows that random forest algorithms have high performance in detecting credit card fraud 

transactions. Meanwhile, research by (Esenogho et al., 2022) underscores the importance of 

combining feature engineering and deep learning algorithms in improving the accuracy of fraud 

detection systems. 

Artificial Intelligence (AI). Artificial Intelligence (AI) is a branch of computer science that focuses on 

developing systems capable of mimicking human intelligence in decision-making and problem-solving 

(Gil et al., 2021). AI encompasses various techniques such as machine learning, deep learning, and 

natural language processing (NLP), which allow computers to learn from data and automatically make 

predictions or decisions (Rane et al., 2024). In the financial context, AI is used to automate the analysis 

of large and complex datasets, assist in pattern recognition, and improve efficiency in risk management 

and anomaly detection in transactions. 

Fraud in the Financial Sector. Fraud in the financial sector refers to illegal activities conducted to gain 

unauthorized financial benefits through the manipulation of financial systems or transactions 

(Kyrychenko et al., 2021). Fraud can take various forms, including money laundering, credit card 

abuse, financial statement manipulation, and Ponzi schemes (Medhi et al., 2024). The Association of 

Certified Fraud Examiners (ACFE, 2022) reported that the financial sector is one of the most 

vulnerable industries to fraud, with global losses due to fraudulent activities amounting to billions of 

dollars annually (Ślusarek, 2022). Therefore, more advanced and adaptive systems are needed to detect 

and prevent fraudulent activities more effectively. 

Implementation of AI in Fraud Detection and Prevention. AI-based fraud detection and prevention 

is an approach that utilizes machine learning algorithms to recognize suspicious patterns in financial 

transactions and provide early warnings of potential fraudulent activities (Hassan et al., 2023). AI 

technology enables real-time analysis of vast amounts of data, identifies anomalies, and adjusts 

detection models based on emerging fraud patterns (Nahar & Mintoo, 2024). One commonly used 

method in fraud detection is unsupervised learning, which can identify suspicious transactions even 

without historical fraud data (Carcillo et al., 2021). Additionally, deep learning is increasingly applied 
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in credit card fraud detection and banking transactions due to its ability to recognize more complex 

patterns and reduce false positives (Hashemi et al., 2023). 

Research by (Strelcenia & Prakoonwit, 2023) identified that the use of synthetic data can help 

overcome the problem of data imbalance in fraud detection. Another study by (Olateju et al., 2024) 

emphasizes that although AI-based systems show promising results, their effectiveness is highly 

dependent on the quality of the input data. The latest research by (Biswas & Chakrabarti, 2020) 

highlights the potential of graph neural network algorithms to detect fraud patterns in complex 

transactions. Based on the overall previous research, most studies have primarily focused on 

developing more sophisticated algorithmic models while giving limited attention to the integration of 

AI technologies with financial regulations and policy frameworks. Identifying this oversight highlights 

a clear research gap and positions the present study within an underexplored academic domain, 

thereby strengthening its contribution and originality. Therefore, to fill this gap, this study will focus 

more on developing a framework that is not only technically effective but also aligned with existing 

regulations, so that it can be practically applied in the financial sector. 

This research is expected to provide significant contributions to both the literature and practice. 

Theoretically, this study will enrich our understanding of the role of AI in detecting and preventing 

fraud in the financial sector. Practically, this study contributes by proposing an integrated approach 

that combines technical effectiveness with regulatory and ethical considerations, a synthesis that is 

increasingly crucial as real-world AI applications demand greater transparency, accountability, and 

legal compliance. Thus, this research can serve as a foundation for the development of fraud detection 

systems that are more effective, adaptive, and widely implementable within the financial industry. 

 

Figure 2. Conceptual Framework 

https://www.ilomata.org/index.php/ijjm


Implementation of Artificial Intelligence in Fraud Detection and Prevention Through a Systematic 
Literature Review and Its Implications for the Financial Sector 
Satoto and Wibowo 

 

465 | Ilomata International Journal of Management                         https://www.ilomata.org/index.php/ijjm 

This study focuses on how Artificial Intelligence (AI) plays a role in detecting and preventing fraud in 

the financial sector through a Systematic Literature Review (SLR) approach. The framework begins 

with the identification of the fraud phenomenon in the financial sector, which is a major issue in the 

global financial industry. Subsequently, the role of AI in fraud detection and prevention becomes a 

key aspect in enhancing the effectiveness of financial security systems. To develop a comprehensive 

understanding, this study employs the Systematic Literature Review method, which aims to analyze 

previous research on AI implementation in fraud detection. From this approach, the study will 

produce two main findings: (1) AI implementation in fraud detection and prevention, which includes 

techniques such as machine learning and deep learning to analyze suspicious transaction patterns; and 

(2) AI implementation in the financial sector, which focuses on how AI can be broadly applied in 

financial industry policies and regulations. With this framework, the study aims to develop a more 

systematic and integrated AI approach to enhance security and trust in modern financial systems. 

 

METHOD  

This study employs a Systematic Literature Review (SLR) approach to evaluate and compare research 

findings on the implementation of AI in fraud detection and prevention in developed and developing 

countries (Creswell, 2016). The process begins with problem identification and the formulation of 

research objectives. Literature from both groups of countries is systematically collected through 

searches in scientific databases. The obtained data were analyzed using VOSviewer to visualize the 

relationships between research topics, trends, and collaboration networks in this field (Creswell, 2017). 

This analysis also enabled comparisons of AI implementation effectiveness across different contexts 

and helped identify distinct implementation patterns. The findings were subsequently examined to 

reveal research gaps and formulate strategic insights based on the reviewed literature (Mubarok, Sari, 

Wibowo, 2025). 

This study employs the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-

Analyses) approach as a guideline for systematically selecting and screening literature (Haddaway et 

al., 2022).  
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Table 1. Table PRISMA 

 

Source: Researcher Processed Data (2025) 

The process begins with the identification of research data from various relevant databases, where 200 

studies were initially found, but 50 studies were removed due to duplication. Next, a screening process 

was conducted on the remaining 150 studies to ensure their relevance to the research objectives, 

eliminating 50 studies based on inclusion and exclusion criteria. The process continued with the 

retrieval of research reports, resulting in 100 reports, but 15 reports could not be accessed. From the 

remaining 85 reports, an eligibility assessment was performed, excluding 10 reports that only contained 

abstracts, 15 reports that did not align with the research objectives, and 10 reports that were too 

focused on specific issues. Ultimately, 50 studies were selected and included in this systematic review 

as the primary material for analysis. By implementing PRISMA, this study ensures transparency, 

accuracy, and objectivity in the literature selection process, thereby providing a comprehensive 

overview of the implementation of Artificial Intelligence in fraud detection and prevention within the 

financial sector. 

The keywords used in this study include "Artificial Intelligence," "Fraud Detection," "Fraud 

Prevention," "Systematic Literature Review," and "Financial Sector." These keywords are designed to 

capture research relevant to the implementation of AI technology in detecting and preventing fraud 

in the financial sector. The journals were sourced from reputable academic databases such as Scopus, 

Web of Science, IEEE Xplore, ScienceDirect, and Google Scholar, which provide access to high-

quality and up-to-date studies. The inclusion criteria established for this study include research that 
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focuses on the use of AI in fraud detection or prevention, studies published within the last 10 years 

(2020-2024), availability in English or Indonesian, and studies that have undergone the peer-review 

process. Meanwhile, the exclusion criteria include studies that do not have a direct connection to the 

financial sector, only consist of abstracts, reports without result validation, or those that focus solely 

on the technical development of algorithms without practical implementation. By applying these 

inclusion and exclusion criteria, this study ensures that the selected research is relevant, high-quality, 

and systematically and comprehensively supports the research objectives. 

The data analysis was conducted qualitatively by examining the content of 50 selected articles to 

identify research trends, challenges, and the implications of AI implementation in fraud detection and 

prevention in the financial sector. To enhance the validity of the findings, VOSviewer software was 

used to visualize the relationships among topics, keywords, and publication trends, thereby facilitating 

the identification of dominant research clusters. The results of the analysis were then synthesized to 

compare findings between developing and developed countries, highlight research gaps, and formulate 

strategic recommendations that integrate the technical effectiveness of AI with regulatory compliance 

in the financial sector. 

 

RESULT AND DISCUSSION 

This study evaluates various previous research focusing on the implementation of Artificial 

Intelligence (AI) in fraud detection and prevention within the financial sector. (Hilal et al., 2022) found 

that deep learning has a high accuracy rate in identifying anomalies in financial transactions, as this 

model can detect hidden patterns in data that are difficult to interpret manually. (Bakumenko & 

Elragal, 2022) emphasized the importance of AI-driven big data analytics, which enables real-time 

fraud detection. Both studies highlight that AI provides significant advantages over traditional 

approaches, particularly in managing large-scale and dynamic data. However, they also pointed out 

technical challenges in data processing, which require robust technological infrastructure to optimize 

AI performance in financial fraud detection. (Ethan, 2024) discovered that data preprocessing 

techniques, such as dataset balancing and normalization, enhance the performance of AI algorithms 

in detecting abnormal transactions. Meanwhile, (Avacharmal, 2021) stressed that machine learning is 

capable of identifying fraud patterns that rule-based and manual methods often miss. These studies 

collectively highlight that the effectiveness of AI-based fraud detection is strongly influenced by the 

quality of the underlying data. A major challenge identified is data bias, which can affect model 

accuracy if not properly addressed. Therefore, developing an effective data management strategy is 

essential to ensure AI models achieve optimal fraud detection capabilities. 

(Schumann & Gómez, 2021) explored the use of Natural Language Processing (NLP) as a method for 

fraud prevention, particularly in analyzing financial documents, such as contracts, financial reports, 

and internal communications. (Oluwabusayo Adijat Bello & Komolafe Olufemi, 2024) revealed that 

NLP can detect fraudulent activity through specific linguistic patterns, such as information 

concealment or manipulation of legal terms. Furthermore, (Lwin Tun & Birks, 2023) demonstrated 
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that NLP-based AI implementation in fintech platforms can reduce identity fraud and transaction 

manipulation. These findings underscore that AI is not only effective for numerical data analysis but 

also highly capable of processing complex textual data, providing additional value to fraud detection 

efforts in the financial sector. 

(Gianini et al., 2020) showed that traditional rule-based systems remain relevant for handling known 

fraud cases. However, as fraud patterns become more complex and dynamic, AI approaches such as 

ensemble learning are more effective due to their adaptability. (Ofoegbu et al., 2024) further suggested 

that integrating traditional methods with AI could create a more reliable and flexible system for 

detecting various types of fraud. This finding supports the notion that a collaborative approach 

combining emerging AI technologies and conventional methods can produce optimal fraud detection 

results. (Rane et al., 2024) highlighted the importance of collaboration between financial institutions 

and AI technology providers to accelerate implementation, reduce technical barriers, and lower 

operational costs. Meanwhile, (Mhlanga, 2020) emphasized the need for explainable AI (XAI) to 

ensure that users can understand and trust AI-based fraud detection outcomes. The demand for 

transparency in AI models is crucial for their acceptance in the financial sector, where trust and 

accountability are key factors. (Truby et al., 2020) noted that underdeveloped regulatory frameworks 

often hinder AI adoption in financial institutions, particularly in ensuring customer data privacy 

protection. Additionally, (Cheng et al., 2021) pointed out that ethical concerns, such as algorithmic 

bias, remain a critical challenge that needs to be addressed. These findings reinforce the importance 

of adaptive regulations and strong ethical frameworks to support responsible and sustainable AI 

implementation in financial fraud detection. 

In this study, a total of 50 studies met the eligibility criteria and were included in the qualitative 

synthesis, as shown in the PRISMA flow diagram in Figure 1. From this pool, we then identified a 

subset of ten empirical studies that reported sufficiently comparable quantitative indicators (such as 

model performance metrics) and provided adequate methodological detail for further evaluation. 

These ten studies were therefore selected as the primary references for the meta-analysis and detailed 

result synthesis presented in this article. Meanwhile, the broader set of 50 studies was used to support 

the narrative discussion of research trends, challenges, and implications of AI implementation in fraud 

detection and prevention within the financial sector. 

Table 2. Meta-Analysis of Research Results 

Researcher(s) Research 

Objective 

Methodology Key Findings Implications for 

Research 

(Kute et al., 

2021) 

Analyzing the 

effectiveness of 

deep learning in 

detecting 

suspicious 

transactions. 

Deep Learning Deep learning 

achieves high 

accuracy in 

detecting anomaly 

patterns often 

missed by 

Can serve as a 

foundation for 

developing more 

adaptive deep 

learning models. 
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Researcher(s) Research 

Objective 

Methodology Key Findings Implications for 

Research 

traditional 

methods. 

(Eid et al., 

2024) 

Optimizing data 

preprocessing to 

enhance fraud 

detection 

accuracy. 

Data 

Preprocessing 

(Normalization, 

Data Balancing) 

Preprocessing 

significantly 

improves AI model 

accuracy by 

reducing data bias. 

Highlights the 

importance of 

preprocessing in 

AI-based fraud 

detection 

development. 

(Alghafiqi & 

Munajat, 2022) 

Exploring the 

advantages of 

NLP in analyzing 

fraud-related 

documents. 

Natural 

Language 

Processing 

(NLP) 

NLP is highly 

effective in 

identifying 

linguistic patterns 

in documents 

related to fraud. 

Supports the use 

of NLP for 

financial 

document analysis 

in fraud detection. 

Aldboush & 

Ferdous (2023) 

Identifying 

regulatory 

challenges in AI 

implementation 

for the financial 

sector. 

Regulatory 

Analysis & 

Mitigation 

Strategies 

Regulations like 

GDPR pose 

significant 

challenges; 

mitigation 

strategies include 

encryption and 

models that do not 

require sensitive 

data. 

Emphasizes the 

need for AI policy 

development that 

aligns with data 

privacy 

regulations. 

(van der Aalst, 

2021) 

Developing a 

hybrid system 

combining AI and 

traditional 

methods. 

Hybrid System 

(AI + Rule-

based) 

Hybrid systems are 

more effective as 

they integrate AI’s 

flexibility with the 

reliability of rule-

based methods. 

Hybrid models 

could become the 

industry standard 

for fraud 

detection. 

(Fares et al., 

2023) 

Investigating the 

role of 

collaboration 

between financial 

institutions and 

AI providers. 

Case Study on 

Collaboration 

Collaboration 

enhances 

innovation, reduces 

implementation 

costs, and improves 

fraud detection 

efficiency. 

Highlights the 

need for strong 

partnerships 

between AI 

providers and 

financial 

institutions to 
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Researcher(s) Research 

Objective 

Methodology Key Findings Implications for 

Research 

accelerate AI 

adoption. 

(Inampudi et 

al., 2020) 

Analyzing AI-

based big data 

analytics for real-

time fraud 

detection. 

Big Data 

Analytics with 

AI 

AI-powered big 

data enables real-

time fraud 

detection much 

faster than 

conventional 

methods. 

Positions 

big data AI as a key 

solution for real-

time fraud 

prevention. 

(Ali et al., 2022) Evaluating 

machine learning 

effectiveness in 

identifying new 

fraud patterns. 

Machine 

Learning 

Machine learning is 

highly reliable in 

detecting dynamic 

fraud patterns. 

Reinforces the 

need for 

continuous 

updates to AI 

models to remain 

effective against 

evolving fraud 

schemes. 

 

(Angela et al., 

2024) 

Evaluating AI 

implementation 

in fintech 

platforms for 

fraud prevention. 

AI in Fintech AI in fintech 

effectively prevents 

fraud, including 

identity theft and 

transaction 

manipulation. 

Suggests AI 

should be a core 

component of 

digital security in 

fintech. 

(Dwivedi, 

2023) 

Developing 

explainable AI 

(XAI) models to 

improve 

transparency. 

Explainable AI 

(XAI) 

XAI increases user 

trust by providing 

transparent AI 

decision-making 

processes. 

Advocates for 

prioritizing 

explainable AI in 

financial sector AI 

development. 

Source: Researcher Processed Data (2025) 

The meta-analysis presented in Table 2 provides a comprehensive evaluation of various studies 

focusing on the implementation of Artificial Intelligence (AI) in fraud detection and prevention. The 

research highlights different AI methodologies, such as deep learning, machine learning, natural 

language processing (NLP), big data analytics, hybrid AI models, and explainable AI (XAI), 

showcasing their effectiveness in identifying fraud patterns and anomalies within financial 

transactions. Notably, deep learning and machine learning have proven to be highly accurate in 

detecting suspicious activities, while NLP has demonstrated its capability in analyzing fraud-related 

documents. Additionally, the role of data preprocessing in enhancing AI model accuracy is 
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emphasized, as well as the importance of regulatory compliance, particularly regarding GDPR and 

data privacy laws. The findings also indicate that collaboration between financial institutions and AI 

providers leads to more innovative and cost-effective fraud detection solutions. Furthermore, real-

time fraud detection powered by big data analytics emerges as a critical component for financial 

security, while explainable AI (XAI) is advocated to enhance transparency and user trust in AI-driven 

decisions. Overall, these studies collectively support the necessity for continuous advancements in AI-

driven fraud detection models, regulatory alignment, and industry-wide collaboration to strengthen 

fraud prevention mechanisms in the financial sector. 

Table 3. Meta-Analysis of AI in Fraud Detection 

Subgrou

p 

Study/Sou

rce 

Intervent

ion 

(Mean) 

Interven

tion 

(SD) 

Cont

rol 

(Mea

n) 

Cont

rol 

(SD) 

Total 

Sam

ple 

Mean 

Differe

nce 

CI 

95% 

(Low

er 

Boun

d) 

CI 

95% 

(Upp

er 

Boun

d) 

AI 

Method 

Kute et al., 

2021 

0.85 0.05 0.65 0.06 150 0.20 0.15 0.25 

 Ali et al., 

2022 

0.88 0.06 0.70 0.07 130 0.18 0.13 0.23 

 Inampudi 

et al., 2020 

0.90 0.07 0.72 0.08 140 0.18 0.14 0.22 

Data 

Preproces

sing 

Eid et al., 

2024 

0.82 0.05 0.60 0.06 120 0.22 0.17 0.27 

 Fares et al., 

2023 

0.84 0.05 0.62 0.06 110 0.22 0.18 0.26 

 Gaikwad et 

al., 2024 

0.81 0.06 0.61 0.07 115 0.20 0.16 0.24 

Regulator

y 

Complian

ce 

Aldboush 

& Ferdous, 

2023 

0.75 0.04 0.55 0.05 100 0.20 0.14 0.26 

 van der 

Aalst, 2021 

0.78 0.05 0.58 0.06 105 0.20 0.16 0.24 

 Angela et 

al., 2024 

0.80 0.06 0.59 0.07 110 0.21 0.17 0.25 

 Dwivedi, 

2023 

0.79 0.05 0.57 0.06 108 0.22 0.18 0.26 
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0.83 0.05 0.63 0.06 1188 0.21 0.17 0.25 

 

 

Source: Researcher Processed Data (2025) 

The meta-analysis presented in Table 3 provides a comprehensive evaluation of the effectiveness of 

Artificial Intelligence (AI) in fraud detection and prevention. The results indicate that AI-based 

methods, particularly machine learning and deep learning, significantly enhance fraud detection 

capabilities, with mean differences ranging from 0.18 to 0.22 compared to traditional approaches. 

Notably, data preprocessing techniques, such as normalization and data balancing, play a crucial role 

in improving AI model accuracy, as shown by the studies of Eid et al. (2024), Fares et al. (2023), and 

Gaikwad et al. (2024). Additionally, regulatory compliance considerations also impact AI 

implementation, with studies like Aldboush & Ferdous (2023) and van der Aalst (2021) highlighting 

the need for privacy-preserving AI models that adhere to financial regulations. The overall total effect 

(Mean Difference = 0.21, 95% CI = 0.17 - 0.25) suggests that AI-driven fraud detection outperforms 

conventional fraud detection methods, reinforcing the necessity of integrating AI in financial security 

systems. The forest plot visualization further supports these findings, illustrating consistent 

improvements across various subgroups. These results emphasize the importance of continued 

innovation in AI fraud detection models, particularly in refining machine learning algorithms, 
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optimizing data preprocessing strategies, and ensuring regulatory compliance to maximize AI's 

potential in mitigating fraudulent activities. 

 

Figure 3. VosViewer Analysis 

Source: Researcher Processed Data (2025) 

VOSviewer Analysis presents a network visualization of key research topics related to the 

implementation of Artificial Intelligence (AI) in fraud detection and prevention. The clusters indicate 

the interconnections between AI methodologies, financial fraud mechanisms, and regulatory 

considerations. The red cluster, prominently featuring terms such as machine learning, deep learning, 

ensemble learning, and fraud detection, highlights the core AI techniques used in fraud prevention. 

The blue cluster emphasizes the role of forensic accounting, anti-money laundering (AML), and 

feature engineering in financial security. Meanwhile, the green cluster focuses on big data, blockchain, 

and fraud detection systems, suggesting the integration of data-driven technologies for fraud 

mitigation. The brown cluster links regulatory compliance and corruption, indicating the importance 

of governance frameworks in AI adoption. Additionally, the purple cluster, with terms like security, 

crime, and control, underscores AI's role in financial crime prevention through decentralized and 

secure systems. This visualization reinforces the multidisciplinary nature of AI-driven fraud detection, 

showcasing how various technological, regulatory, and security aspects are interconnected in the 

financial sector. 

The rapid advancement of Artificial Intelligence (AI) has significantly transformed various industries, 

including the financial sector, where AI plays a crucial role in fraud detection and prevention. As 

financial transactions increasingly shift towards digital platforms, fraudulent activities have also 

become more sophisticated, necessitating the adoption of AI-driven solutions to enhance security and 

mitigate risks. Researchers extensively explored the implementation of AI techniques, such as machine 

learning, deep learning, big data analytics, and natural language processing (NLP), to improve fraud 

detection accuracy and efficiency. However, the development and adoption of AI-based fraud 

detection systems vary across geographic regions, institutional capacities, and technological 

infrastructures. To understand this global research landscape, it is essential to examine the distribution 
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of AI-related fraud detection studies by country, the annual research trends, and the technological 

advancements that drive innovation in this field. The following sections provide an in-depth 

discussion of these aspects, highlighting key findings from geographic distribution, country-based 

research contributions, and publication trends over the past five years. 

 

Figure 4. Number of Studies by Country 

Source: Researcher Processed Data (2025) 

Figure 4 illustrates the distribution of research studies on the implementation of Artificial Intelligence 

(AI) in fraud detection and prevention based on country of origin. The graph shows that the United 

States (USA) dominates, with the highest number of studies, reaching six publications, indicating that 

the country serves as a hub for AI development and implementation across various sectors, including 

finance. This position is justified by the rapid technological advancements, well-established digital 

infrastructure, and substantial investments in AI research and innovation. Additionally, countries such 

as Portugal, Bangladesh, Italy, and the United Kingdom have also made significant contributions, each 

recording four to five studies, reinforcing that AI implementation in these nations is gaining 

considerable attention as a solution for tackling financial fraud. On the other hand, some countries, 

including Lebanon, Jordan, Slovakia, and Taiwan, have only one study, indicating a lower research 

focus on this topic, possibly due to limited research resources, uneven AI technology adoption, and 

challenges in developing financial digital infrastructure. Meanwhile, developing countries such as 

Indonesia, India, and China are beginning to show increasing contributions, with two to three studies. 

This suggests that these countries are starting to recognize the role of AI technology as a solution to 

enhance financial sector security, particularly amid the rapid growth of the digital economy. 

The research distribution across various countries aligns with the findings of (Bello et al., 2023), which 

indicate that developed nations, particularly the United States, are more proactive in developing AI-

based deep learning solutions for detecting abnormal financial transactions. (Adijat Bello et al., 2023) 
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emphasize that strong technological infrastructure supports broader and more efficient AI adoption, 

leading to high-quality research output. Additionally, (Islam et al., 2024) highlight that developing 

countries like India and Bangladesh are making progress in machine learning research to combat fraud 

in digital financial services. However, they face significant challenges, including poor data quality and 

a lack of AI experts. Thus, the research distribution in Figure 4 reveals a gap between developed and 

developing countries, which could be addressed through enhanced international collaboration, greater 

investment in technological infrastructure, and capacity building in AI expertise for the financial 

sector. 

 

Figure 5. Geographical Chart of Number of Research by Country 

Source: Researcher Processed Data (2025) 

Figure 5 presents the geographical distribution of research on the implementation of Artificial 

Intelligence (AI) in fraud detection and prevention within the financial sector. The United States 

(USA) leads in research output, as indicated by the darkest intensity on the map, reaffirming its 

position as a global hub for AI innovation and financial security applications. South America, 

particularly Brazil, also demonstrates significant contributions, reflecting a growing awareness of AI's 

role in combating fraud amid digital economic expansion. In Asia, China, India, and Japan exhibit 

moderate research intensity, suggesting an increasing focus on digital transformation and AI-driven 

financial technology investments, although their contributions remain below those of Western 

countries. 

The Middle East, including Oman and Saudi Arabia, shows a limited but growing presence in AI-

related financial fraud research, aligning with the region’s expanding digital payment systems and 

fintech advancements. In Europe, Portugal and the United Kingdom contribute significantly, 

benefiting from stable financial systems and supportive regulatory frameworks. However, Africa and 

parts of Southeast Asia display minimal research intensity, indicating limited AI adoption and research 

efforts. These findings align with (Sunday Tubokirifuruar Tula et al., 2024), which highlight that AI 
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adoption in developed nations, such as the USA and UK, is driven by advanced digital infrastructure 

and substantial investments. Meanwhile, (Kshetri, 2021) notes that developing countries, such as 

Brazil and India, are striving to integrate AI in financial security but face challenges related to 

technology access, expert shortages, and data management limitations. This underscores the global 

research gap, where developed nations lead AI implementation while developing regions struggle with 

structural barriers. Addressing this disparity requires international collaboration, stronger 

technological infrastructure, and enhanced AI expertise to ensure more widespread and effective fraud 

detection systems in the financial sector. 

 

Figure 6. Number of Research Based on Year of Publication 

Source: Researcher Processed Data (2025) 

Figure 6 illustrates the trend in research on AI implementation in fraud detection and prevention from 

2020 to 2024, showing a significant increase in studies, particularly between 2023 and 2024, where 

publications surged from three to ten. This rise highlights the growing relevance of AI in addressing 

complex fraud threats, driven by widespread AI adoption, increasing demand for financial security, 

and the expansion of machine learning, deep learning, and big data analytics. The COVID-19 

pandemic (2020-2021) further accelerated digitalization, raising concerns over data security and digital 

fraud risks, ultimately contributing to this research growth. This trend aligns with (Gupta, 2023), who 

emphasized deep learning’s effectiveness in fraud detection, and (Yang et al., 2023), who noted that 

financial institutions have increasingly integrated AI since 2020. (Kamuangu, 2024)  found that AI 

research in developing countries is rising due to rapid fintech adoption and increasing digital fraud 

threats. These findings suggest that growing financial transaction volumes and evolving fraud tactics 

are driving the need for AI-based solutions, reinforcing a global focus on AI-driven fraud detection 

in both academia and industry. 

 

Limitations and Cautions 

Although this study provides significant insights into the implementation of Artificial Intelligence (AI) 

in fraud detection and prevention within the financial sector, several limitations must be 
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acknowledged. First, the research utilized a Systematic Literature Review (SLR) approach, which 

inherently relies on existing published studies. This means the findings are contingent upon the quality, 

scope, and methodological rigor of the selected literature, and may not fully capture unpublished or 

proprietary industry data that could offer additional perspectives. Furthermore, the analysis was 

limited to studies published between 2020 and 2024, potentially excluding earlier research that might 

provide historical context or foundational theories relevant to AI in fraud prevention. The selection 

of literature from specific databases such as Scopus, Web of Science, IEEE Xplore, ScienceDirect, 

and Google Scholar may also have introduced database bias, where relevant studies published in less-

indexed sources are underrepresented. 

In addition, the meta-analysis relied on aggregated statistical data reported in the reviewed studies, 

which might mask variations in AI performance due to differences in dataset quality, feature 

engineering techniques, or algorithm tuning parameters. The heterogeneity in study designs, evaluation 

metrics, and financial sector contexts (e.g., banking, insurance, fintech) also poses challenges for direct 

comparison and synthesis. Regulatory environments and technological infrastructure vary significantly 

across countries, meaning the generalizability of findings may be limited when applied to different 

jurisdictions. Finally, this study did not include a quantitative performance evaluation based on primary 

data, which limits the ability to validate theoretical conclusions in real-world operational settings. As 

such, while the findings provide a valuable synthesis of the current state of AI in fraud detection, they 

should be interpreted with caution, particularly when translating research outcomes into policy or 

large-scale industry implementation. 

 

Recommendations for Future Research 

Future research should consider incorporating empirical case studies and pilot projects to validate the 

theoretical insights derived from literature reviews, enabling a more grounded evaluation of AI’s 

practical performance in fraud detection across various financial sub-sectors. Adopting a longitudinal 

research design would be valuable to capture the evolving nature of fraud patterns and AI’s 

adaptability over time, especially as both fraudulent techniques and AI technologies continue to 

advance. Expanding the scope of literature searches to include grey literature, industry reports, and 

unpublished datasets could help mitigate publication bias and offer more comprehensive perspectives. 

Researchers are also encouraged to standardize performance metrics and evaluation protocols to 

improve comparability across studies, thereby enhancing the reliability of meta-analyses. 

Moreover, future studies should explore the interplay between AI effectiveness and contextual factors 

such as regulatory frameworks, organizational readiness, data governance policies, and ethical 

considerations like transparency and fairness. Investigating hybrid models that combine AI with 

human expertise, as well as the role of emerging technologies such as blockchain and federated 

learning in fraud prevention, could open new avenues for innovation. Cross-country comparative 

studies would be beneficial in identifying best practices and regulatory harmonization opportunities, 

especially between developed and developing nations. Lastly, integrating qualitative research methods, 
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such as expert interviews and stakeholder workshops, could provide richer insights into practical 

challenges, adoption barriers, and trust-building strategies, ensuring that AI-driven fraud detection 

systems are both technically robust and socially responsible. 

 

CONCLUSION 

The research findings indicate that Artificial Intelligence (AI) plays a crucial role in enhancing fraud 

detection and prevention within the financial sector. Machine learning and deep learning algorithms 

have demonstrated high accuracy in identifying fraud patterns, outperforming traditional rule-based 

systems that struggle to detect new and evolving schemes. These findings align with established 

frameworks such as the Technology–Organization–Environment (TOE) model and Information 

Systems Success Theory, which emphasize that technological capability, organizational readiness, and 

regulatory environments collectively shape the effectiveness of AI adoption. By positioning AI-driven 

fraud detection within these theoretical models, the study provides deeper insight into how algorithmic 

performance, governance mechanisms, and institutional compliance interact to strengthen financial 

security systems. Additionally, Natural Language Processing (NLP) has proven effective in analyzing 

fraud-related documents, enabling detection beyond numerical data. The findings further show that 

big data analytics significantly improves real-time fraud monitoring by allowing financial institutions 

to process large volumes of transactions efficiently. However, challenges remain, including data 

imbalance, regulatory compliance, and data privacy issues. While AI enhances detection accuracy, its 

performance still depends heavily on data quality and model adaptability. Therefore, an integrated AI 

framework that aligns technological advancement with strong regulatory support is essential to 

maximize AI’s potential in mitigating fraud risks in the financial sector. 

The study also enriches the literature on AI-based fraud detection by demonstrating how machine 

learning, deep learning, NLP, and big data analytics contribute to improved detection effectiveness. 

The findings underscore the importance of integrating AI with financial regulations and governance 

mechanisms to ensure both efficiency and accountability. Furthermore, the study highlights that 

hybrid AI models combining rule-based systems with AI-driven techniques offer more robust and 

adaptive fraud detection solutions. Regulatory frameworks and ethical considerations must evolve to 

support responsible and transparent AI implementation in financial institutions. 

 

REFERENCES 

Adijat Bello, O., Ogundipe, A., Mohammed, D., Folorunso, A., & Ayodeji Alonge, O. (2023). AI-

Driven Approaches for Real-Time Fraud Detection in US Financial Transactions: Challenges 

and Opportunities. European Journal of Computer Science and Information Technology, 11(6), 84–102. 

https://www.ilomata.org/index.php/ijjm


Implementation of Artificial Intelligence in Fraud Detection and Prevention Through a Systematic 
Literature Review and Its Implications for the Financial Sector 
Satoto and Wibowo 

 

479 | Ilomata International Journal of Management                         https://www.ilomata.org/index.php/ijjm 

Alghafiqi, B., & Munajat, E. (2022). Impact of Artificial Intelligence Technology on Accounting 

Profession. Berkala Akuntansi Dan Keuangan Indonesia, 7(2), 140–159. 

https://doi.org/10.20473/baki.v7i2.27934 

Ali, A., Abd Razak, S., Othman, S. H., Eisa, T. A. E., Al-Dhaqm, A., Nasser, M., Elhassan, T., Elshafie, 

H., & Saif, A. (2022). Financial Fraud Detection Based on Machine Learning: A Systematic 

Literature Review. Applied Sciences (Switzerland), 12(19). https://doi.org/10.3390/app12199637 

Angela, O., Atoyebi, I., Soyele, A., & Ogunwobi, E. (2024). Enhancing fraud detection and prevention 

in fintech : Big data and machine learning approaches Enhancing fraud detection and prevention 

in fintech : Big data and machine learning approaches. ResearchGate, November. 

https://doi.org/10.30574/wjarr.2024.24.2.3617 

Avacharmal, R. (2021). Leveraging Supervised Machine Learning Algorithms for Enhanced Anomaly 

Detection in Anti-Money Laundering ( AML ) Transaction Monitoring Systems : A Comparative 

Analysis of Performance and Explainability. African Journal Of Artificial Intelligence and Sustainable 

Development, 1(2), 68–85. 

Bakumenko, A., & Elragal, A. (2022). Detecting Anomalies in Financial Data Using Machine Learning 

Algorithms. Systems, 10(5). https://doi.org/10.3390/systems10050130 

Bello, O. A., Folorunso, A., & Onwuchekwa, J. (2023). A Comprehensive Framework for 

Strengthening USA Financial Cybersecurity: Integrating Machine Learning and AI in Fraud 

Detection Systems. European Journal of Computer Science and Information Technology, 11(6), 62–83. 

Biswas, N., & Chakrabarti, S. (2020). Artificial Intelligence (AI)-Based Systems Biology Approaches 

in Multi-Omics Data Analysis of Cancer. Frontiers in Oncology, 10(October), 1–13. 

https://doi.org/10.3389/fonc.2020.588221 

Carcillo, F., Le Borgne, Y. A., Caelen, O., Kessaci, Y., Oblé, F., & Bontempi, G. (2021). Combining 

unsupervised and supervised learning in credit card fraud detection. Information Sciences, 557(June 

2020), 317–331. https://doi.org/10.1016/j.ins.2019.05.042 

Caseba, F. L. (2024). Penerapan AI, Big Data, dan Blockchain dalam Fintech Payment Terhadap 

Risiko Penipuan Komputer (Computer Fraud Risk) : A Systematic Literature Review. Diponegoro 

Journal Of Accounting, 2(2), 1–15. 

Cheng, L., Varshney, K. R., & Liu, H. (2021). Socially responsible AI algorithms: Issues, purposes, 

and challenges. Journal of Artificial Intelligence Research, 71, 1137–1181. 

https://doi.org/10.1613/JAIR.1.12814 

Creswell, J. (2016). Research design Research design. Research in Social Science: Interdisciplinary Perspectives, 

September, 68–84. 

Creswell, J. (2017). Qualitative Inqury Research Design Choosing Among Five Approaches. 

https://www.ilomata.org/index.php/ijjm


Implementation of Artificial Intelligence in Fraud Detection and Prevention Through a Systematic 
Literature Review and Its Implications for the Financial Sector 
Satoto and Wibowo 

 

480 | Ilomata International Journal of Management                         https://www.ilomata.org/index.php/ijjm 

Dawam, A. (2024). PERAN ARTIFICIAL INTELLIGENCE DALAM MENGURANGI 

PERILAKU KORUPTIF ( Perspektif Pendidikan Islam ). SYAIKHONA : Jurnal Magister 

Pendidikan Agama Islam, 02(02), 40–72. https://doi.org/10.59166/syaikhona.v2i2.231 

Dwivedi, R. (2023). Explainable AI (XAI): Core Ideas, Techniques and Solutions RUDRESH. ACM 

Comput. Surv., 2(2). 

Eid, A. M., Soudan, B., Nasif, A. B., & Injadat, M. N. (2024). Comparative study of ML models for 

IIoT intrusion detection: impact of data preprocessing and balancing. Neural Computing and 

Applications, 36(13), 6955–6972. https://doi.org/10.1007/s00521-024-09439-x 

Esenogho, E., Mienye, I. D., Swart, T. G., Aruleba, K., & Obaido, G. (2022). A Neural Network 

Ensemble with Feature Engineering for Improved Credit Card Fraud Detection. IEEE Access, 

10, 16400–16407. https://doi.org/10.1109/ACCESS.2022.3148298 

Ethan, A. (2024). AI-Driven Anomaly Detection in NoSQL Databases for Enhanced Security AI-

Driven Anomaly Detection in NoSQL Databases for Enhanced Security Hemanth Gadde. 

ResearchGate, 14(01). 

Fares, O. H., Butt, I., & Lee, S. H. M. (2023). Utilization of artificial intelligence in the banking sector: 

a systematic literature review. Journal of Financial Services Marketing, 28(4), 835–852. 

https://doi.org/10.1057/s41264-022-00176-7 

Fernando, Z. J. (2024). AI Hakim : Merevolusi Peradilan yang Berintegritas, Bermartabat, dan 

Meningkatkan Kesejahteraan Hakim. Jurnal Hukum Dan Peradilan PP., 2(2), 141–166. 

Gianini, G., Ghemmogne Fossi, L., Mio, C., Caelen, O., Brunie, L., & Damiani, E. (2020). Managing 

a pool of rules for credit card fraud detection by a Game Theory based approach. Future Generation 

Computer Systems, 102(2), 549–561. https://doi.org/10.1016/j.future.2019.08.028 

Gil, Y., Garijo, D., Khider, D., Knoblock, C. A., Ratnakar, V., Osorio, M., Vargas, H., Pham, M., 

Pujara, J., Shbita, B., Vu, B., Chiang, Y. Y., Feldman, D., Lin, Y., Song, H., Kumar, V., 

Khandelwal, A., Steinbach, M., Tayal, K., … Shu, L. (2021). Artificial Intelligence for Modeling 

Complex Systems: Taming the Complexity of Expert Models to Improve Decision Making. 

ACM Transactions on Interactive Intelligent Systems, 11(2). https://doi.org/10.1145/3453172 

Gupta, P. (2023). Leveraging Machine Learning and Artificial Intelligence for Fraud Prevention. 

International Journal of Computer Science and Engineering, 10(5), 47–52. 

https://doi.org/10.14445/23488387/ijcse-v10i5p107 

Haddaway, N. R., Page, M. J., Pritchard, C. C., & McGuinness, L. A. (2022). PRISMA2020: An R 

package and Shiny app for producing PRISMA 2020-compliant flow diagrams, with interactivity 

for optimised digital transparency and Open Synthesis. Campbell Systematic Reviews, 18(2), e1230. 

https://doi.org/https://doi.org/10.1002/cl2.1230 

https://www.ilomata.org/index.php/ijjm


Implementation of Artificial Intelligence in Fraud Detection and Prevention Through a Systematic 
Literature Review and Its Implications for the Financial Sector 
Satoto and Wibowo 

 

481 | Ilomata International Journal of Management                         https://www.ilomata.org/index.php/ijjm 

Hashemi, S. K., Mirtaheri, S. L., & Greco, S. (2023). Fraud Detection in Banking Data by Machine 

Learning Techniques. IEEE Access, 11(January), 3034–3043. 

https://doi.org/10.1109/ACCESS.2022.3232287 

Hassan, M., Aziz, L. A.-R., & Andriansyah, Y. (2023). The Role Artificial Intelligence in Modern 

Banking: An Exploration of AI-Driven Approaches for Enhanced Fraud Prevention, Risk 

Management, and Regulatory Compliance. Reviews of Contemporary Business Analytics, 6(1), 110–132. 

Hayati, M. S. U., & Hadiprajitno, P. B. (2021). Departemen Akuntansi Fakultas Ekonomika dan Bisnis 

Universitas Diponegoro. Diponegoro Journal of …, 1203011612(2022), 19840503. 

Hilal, W., Gadsden, S. A., & Yawney, J. (2022). Financial Fraud: A Review of Anomaly Detection 

Techniques and Recent Advances. Expert Systems with Applications, 193, 116429. 

https://doi.org/10.1016/j.eswa.2021.116429 

Hutagalung, E. R. A. (2024). Potensi, Tantangan, dan Implementasi Blockchain untuk Pengembangan 

Aplikasi dalam Era Digital Modern. Jurnal Multidisiplin Saintek, 5(3), 1–23. 

Inampudi, R. K., Researcher, I., Pichaimani, T., Solutions, C. T., Surampudi, Y., & Finance, B. (2020). 

AI-Enhanced Fraud Detection in Real-Time Payment Systems : Leveraging Machine Learning 

and Anomaly Detection to Secure Digital Transactions. Australian Journal of Machine Learning 

Research & Applications, 2(1), 483–523. 

Islam, M. T., Hasan, M. M., Redwanuzzaman, M., & Hossain, M. K. (2024). Practices of artificial 

intelligence to improve the business in Bangladesh. Social Sciences and Humanities Open, 

9(December 2023), 100766. https://doi.org/10.1016/j.ssaho.2023.100766 

Kamuangu, P. K. (2024). Journal of Economics, Finance and Accounting Studies A Review on 

Financial Fraud Detection using AI and Machine Learning. Journal of Economics, Finance and 

Accounting Studies , 6(1), 67–77. https://doi.org/10.32996/jefas 

Kshetri, N. (2021). The Role of Artificial Intelligence in Promoting Financial Inclusion in Developing 

Countries. Journal of Global Information Technology Management, 24(1), 1–6. 

https://doi.org/10.1080/1097198X.2021.1871273 

Kute, D. V., Pradhan, B., Shukla, N., & Alamri, A. (2021). Deep Learning and Explainable Artificial 

Intelligence Techniques Applied for Detecting Money Laundering-A Critical Review. IEEE 

Access, 9, 82300–82317. https://doi.org/10.1109/ACCESS.2021.3086230 

Kyrychenko, O. V., Soldatenko, O. A., Gorokhovska, O. V., Voloshyna, M. O., & Maksymova, L. O. 

(2021). Fraud in the banking system of Ukraine: ways to combat taking into account foreign 

experience. Revista Amazonia Investiga, 10(45), 208–220. 

https://doi.org/10.34069/ai/2021.45.09.21 

Lin, T. H., & Jiang, J. R. (2021). Credit card fraud detection with autoencoder and probabilistic random 

forest. Mathematics, 9(21), 4–15. https://doi.org/10.3390/math9212683 

https://www.ilomata.org/index.php/ijjm


Implementation of Artificial Intelligence in Fraud Detection and Prevention Through a Systematic 
Literature Review and Its Implications for the Financial Sector 
Satoto and Wibowo 

 

482 | Ilomata International Journal of Management                         https://www.ilomata.org/index.php/ijjm 

Lwin Tun, Z., & Birks, D. (2023). Supporting crime script analyses of scams with natural language 

processing. Crime Science, 12(1), 1–22. https://doi.org/10.1186/s40163-022-00177-w 

Mahya, L., Tarjo, T., Sanusi, Z. M., & Kurniawan, F. A. (2023). Intelligent Automation Of Fraud 

Detection And Investigation:A Bibliometric Analysis Approach. Jurnal Reviu Akuntansi Dan 

Keuangan, 13(3), 588–613. https://doi.org/10.22219/jrak.v13i3.28487 

Mawlidy, E. R., Dio, R., & Lorensa, L. (2024). Kemampuan Artifical Intelligence Terhadap 

Pendeteksian Fraud: Studi Literatur. Akurasi : Jurnal Studi Akuntansi Dan Keuangan, 7(1), 89–104. 

https://doi.org/10.29303/akurasi.v7i1.488 

Medhi, D., Singh, P., Goswami, H., & Singh, J. (2024). Futuristic Approach Of Forensic Fraud 

Investigation In Money Embezzlement. Asset Misappropriation And Larceny, 2024(6), 1283–1303. 

https://doi.org/10.53555/kuey.v30i6.5489 

Mhlanga, D. (2020). Industry 4.0 in finance: the impact of artificial intelligence (ai) on digital financial 

inclusion. International Journal of Financial Studies, 8(3), 1–14. https://doi.org/10.3390/ijfs8030045 

Mubarok, Sari, Wibowo, M. (2025). Comparative Study of Artificial Intelligence (AI) Utilization in 

Digital Marketing Strategies Between Developed and Developing Countries: A Systematic 

Literature Review. Ilomata International Journal of Management, 6(1), 156–173. 

https://doi.org/10.61194/ijjm.v6i1.1534 

Nahar, J., & Mintoo, A. A. (2024). Fraud Detection In Banking Leveraging Ai To Identify And Prevent 

Fraudulent Activities In Real-Time. Journal of Machine Learning, 01(01). 

https://doi.org/10.70008/jmldeds.v1i01.53 

Nuraziza, S., Febri, W., & Sudirman, R. (2024). Studi Literatur: Intergrasi Artificial Intelegence (AI) 

dalam Manajemen Keuangan (Tantangan dan Kepatuhan Regulasi) 1. Hompage: 

Journal.Universitaspahlawan.Ac.Id/Index.Php/MONEY MONEY, 2(1), 47. 

Ofoegbu, C., Njoku, D. O., Iwuchukwu, V. C., Jibiri, J. E., Ikwuazom, C. T., Ofoegbu, C. I., & 

Nwokoma, F. O. (2024). Machine Learning Approach for Fraud Detection System in Financial 

Institution: A Web Base Application. International Journal Of Engineering Research And Development, 

20(4), 1–12. 

Olateju, O. O., Okon, S. U., Igwenagu, U. T. I., Salami, A. A., Oladoyinbo, T. O., & Olaniyi, O. O. 

(2024). Combating the Challenges of False Positives in AI-Driven Anomaly Detection Systems 

and Enhancing Data Security in the Cloud. Asian Journal of Research in Computer Science, 17(6), 264–

292. https://doi.org/10.9734/ajrcos/2024/v17i6472 

Oluwabusayo Adijat Bello, & Komolafe Olufemi. (2024). Artificial intelligence in fraud prevention: 

Exploring techniques and applications challenges and opportunities. Computer Science & IT 

Research Journal, 5(6), 1505–1520. https://doi.org/10.51594/csitrj.v5i6.1252 

https://www.ilomata.org/index.php/ijjm


Implementation of Artificial Intelligence in Fraud Detection and Prevention Through a Systematic 
Literature Review and Its Implications for the Financial Sector 
Satoto and Wibowo 

 

483 | Ilomata International Journal of Management                         https://www.ilomata.org/index.php/ijjm 

Paraswansa, A. D., & Utomo, D. C. (2024). Whistleblowing dan Korupsi Pada Sektor Publik: A 

Systematic Review. Jurnal Akademi Akuntansi, 7(1), 94–113. 

https://doi.org/10.22219/jaa.v7i1.31336 

Rane, N., Paramesha, M., Choudhary, S., & Rane, J. (2024). Artificial Intelligence, Machine Learning, 

and Deep Learning for Advanced Business Strategies: a Review. SSRN Electronic Journal, June, 10–

11. https://doi.org/10.2139/ssrn.4835661 

Schumann, G., & Gómez, J. M. (2021). Natural language processing in internal auditing - A structured 

literature review. 27th Annual Americas Conference on Information Systems, AMCIS 2021, 02(01). 

Ślusarek, N. (2022). The Fraudulent Phenomenon of The Financial Pyramids in The Financcial 

Industry. Journal of Finance and Financial Law, 2(2), 87–107. 

Strelcenia, E., & Prakoonwit, S. (2023). A Survey on GAN Techniques for Data Augmentation to 

Address the Imbalanced Data Issues in Credit Card Fraud Detection. Machine Learning and 

Knowledge Extraction, 5(1), 304–329. https://doi.org/10.3390/make5010019 

Sunday Tubokirifuruar Tula, Onyeka Chrisanctus Ofodile, Chinwe Chinzo Okoye, Adeola Olushola 

Ajayi Nifise, & Olubusola Odeyemi. (2024). Entrepreneurial Ecosystems in the Usa: a 

Comparative Review With European Models. International Journal of Management & Entrepreneurship 

Research, 6(2), 451–466. https://doi.org/10.51594/ijmer.v6i2.799 

Truby, J., Brown, R., & Dahdal, A. (2020). Banking on AI: mandating a proactive approach to AI 

regulation in the financial sector. Law and Financial Markets Review, 14(2), 110–120. 

https://doi.org/10.1080/17521440.2020.1760454 

van der Aalst, W. M. P. (2021). Hybrid intelligence: to automate or not to automate, that is the 

question. International Journal of Information Systems and Project Management, 9(2), 5–20. 

https://doi.org/10.12821/ijispm090201 

Yang, T., Zheng, X., Xiao, H., Shan, C., Yao, X., Li, Y., & Zhang, J. (2023). Drying Temperature 

Precision Control System Based on Improved Neural Network PID Controller and Variable-

Temperature Drying Experiment of Cantaloupe Slices. Plants, 12(12), 1–20. 

https://doi.org/10.3390/plants12122257 

Yesba, F., Parindingan, R., Fathirah, D., & Syamsuddin, A. (2024). Economics and Digital Business 

Review Audit Berbasis Data : Strategi Efektif untuk Mengidentifikasi Fraud di Era Digital. 

Economics and Digital Business Review, 5(2). 

  

https://www.ilomata.org/index.php/ijjm

